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Summary

This article provides a quick guide on what the STM32N6’s OTP bits are and how to program them. It
includes step-by-step instructions and explanation on configuring the OTP124, responsible for changing
the VDDIOs' voltage to 1.8 V instead of 3.3 V using STM32CubeProgrammer. This allows the

STM32N6570-DK to achieve the nominal speed with the external memories.

Introduction

The STM32N6 series microcontrollers use one-time programmable (OTP) memory to set various
configuration parameters, ranging from hardware configuration to security features. OTP bits are read or
programmed by the BSEC (boot and security control). The full description of them can be found in

reference manual 0486, tables 18 - 20, named “OTP fuse description”.

Among these OTP bits, it is possible to configure the STM32N6’s independent VDDIOXx voltage level.
Specific I/O voltage settings can be configured for: VDD, VDDIOZ2, VDDIO3, VDDIO4, and VDDIO5,
allowing the use at 3.3 V or 1.8 V. The 10 ranges are not continuous, and they should be set using the
OTP to achieve their nominal speed when used in the 1.8 V range. This is the case for the STM32N6570-
DK board, where the external memories are tied to 1.8 V, but the default OTP for the VDDIOZ2 and
VDDIO3 is 3.3 V.

Joeqpss

The article provides a step-by-step guide on how to program the OTP124 of the STM32N6 MCU on the
STM32N6570-DK board. Specifically focusing on bits 15 and 16, which are responsible for VDDIO3 and
VDDIO2, respectively. The programming is made using STM32CubeProgrammer. By following this guide,
you gain a comprehensive understanding of the process and ensure the correct configuration of these

critical settings.

[ Ask Al
1. Hardware and OTP fuse

The STM32N6570-DK uses external memories at 1.8 V voltage and relevant I/Os should be configt R
4
»

from the 3.3 V default using firmware or software and OTP to get nominal speed.
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Be aware that setting HSLV_VDDIOx and VDDIOxVRSEL bits while VDDIOXx is in the 3.3 V range

damages the device.
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The relevant power supply connection on the discovery kit hardware is shown below:

NOR-Flash
VDDAIVS VDD OCTOSPI M

VDDAIVS MCU

VDDIO2 B36 =S

VDDIO2

VDDIO2

VDDIO2 PSRAM

VDDIO3 .

VDDIO3 VDDAIVS VDD_HEXASPI M

B35 =

This means that:

* XSPIM_P2 NOR-Flash (8-bit) - VDDIO3

« XSPIM_P1 PSRAM (16-bit) — VDDIO2

The OTP124 bits reflect the I/O domains voltage levels, as shown in the reference manual’s table:

- HCONF1 -
[0] |IWDG1_HW IWDG1 start on reset
[11 |IWDG1_FZ_STOP IWDG1 freeze in Stop mode
[2] |IWDG1_FZ_STANDBY IWDG1 freeze in Standby mode
[9:3] |Reserved Reserved
[10] |RST_STOP Reset caused if the device is put in Stop mode
[11] [RST_STDBY Reset caused if the device is put in Standby mode
— 0: BOR disabled
[12] |SELINBORH —1:BOR=27V
VDDIOS5 I/0 segment below 2.5 V for I/O mode.
OTP124 (] | MSEVERPRICS The I/O segment is used by SDMMC2 port.
VDDIO4 1/0 segment below 2.5 V for /0 mode (I/O segment
[13] [MEBLNDEIER used by SDMMC1 port)
VDDIO3 I/0 segment below 2.5 V for /0 mode (I/O segment
[15] |RSEV_VDDIO3 used by XSPIM port 2)
VDDIO2 I/O segment below 2.5 V for I/O mode (I/O segment
[16] |RSLV_VDDIO2 used by XSPIM port 1)
[17] [HSLV_VDD Main 1/0 segment below 2.5 V for /0 mode
[19:18] | Reserved Reserved
[20] |DFT DISABLE - 0 scan and b!st a\waulal:dt?t ' B
- 1: scan and bist only available on an O D Ask Al
[31:21] | Reserved Reserved

On the firmware level, the PWR_SVMCRS3.VDDIOxVRSEL register bits must reflect bits of OTP wol

124, so the following sequence must be done before using VDDIO2 |/Os:
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1. If VDDIOZ2 is independent from VDD:

2. a) Enable the VDDIO2VM by setting VDDIO2VMEN in PWR_SVMCRS.
3. b) Wait for the VDDIO2VM wake-up time.

4. ¢) Wait until VDDIO2RDY is set in PWR_SVMCRS3.

5. d) Optional: Disable the VDDIO2VM for consumption saving.

6. e) If VDDIO2 is in the 1.8 V range: Set the VDDIO2 voltage range by setting VDDIO2VRSEL in
PWR_SVMCRS.

7. Set VDDIO2SV in PWR_SVMCRS to remove the VDDIO2 power isolation.

The same sequence must be done for the VDDIO3 I/Os, using the proper bits within the same register.

2. OTP fuse programming

The board should be in Dev Mode to allow it to connect to the STM32CubeProgrammer and program the

board. To ensure that the board is in Dev Mode, follow these steps:

1. Set the BOOT configuration to DEV BOOT by setting BOOTO to LOW and BOOT1 to HIGH.
2. Connect the USB Type-C® cable to your PC.

Il BOOT1(H)
DEV BOOT configuration

Connect USB type C cable to
your PC

Once connected to the USB, open STM32CubeProgrammer and click [Connect]:

[ Ask Al
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STM32CubeProgrammer

Data Information Notice

— . .
== FErasing & Programming

rnal memo ry

File path
Start address

\:\ Skip flash erase before programming
Verify programming |:| Full Flash memory checksum

\:\ Run after programming

Start Programming

\:\ Full chip erase

\:\ Download file
—

Log Live Update  Verbosity level

08:24:19 : SWD freq : 8000 KHz
(08:24:19 : Connect mode: Hot Plug
08:24:19 : Reset mode : Hardware reset
08:24:19 : Device 1D : 0x486

08:24:19 : Revision ID : Rev A

08:24:20 : UPLOADING ...

08:24:20: Size : 1024 Bytes
08:24:20: Address  : 0xB000000
08:24:20 : Read progress:

08:24:20 : Time elapsed during the read operation is: 00:00:00.003

0x00000001

Name Description
OTP_HW_WORDO XAAAASSSS ” Permanent write lock
OTP_HW_WORD1 Ox0000000F 0 DDD0000
OTP_HW_WORD2 00000000 000000000
OTP_HW_WORD3 00000000 000000000
OTP_HW_WORD4 Ow0000FOFF O0x000D0000
Permanent write lock
Permanent write bock
Permanent write lock
OTP_RPM_OPTION XFFFFFFF x Permanent write lock
OTP_RPN_CODING . 2 " Permanent write lock

* BOOTROM _CONFIG 1 OTP10 000000103
=x

Log

After that, edit the OTP124 (HCONF1) to be 0x0001 8000, setting the HSLV_VDDIO3 (bit 15) and

HSLV_VDDIO2 (bit 16) to 1.
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B STMEubefragrammer

L]

CEOC000001

Hame
F Reserved

F Rederved

* Reserved

Rasarved

Bacanaad

kAl Tt

Word

WWDGT_HW
WDG1_FZ_STOP

PWDG1_FZ_STAN...

RET_STOP
RST_STANDBY
SELINBORH

HSLV_VDDIOS

HELV VDD

H5LY_VDDIO3

HILW_VDDIOZ

HSLV VDD

uror [l 5o o peon |

Log

Click on [Apply] to update the OTPs modification.
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Walug

L]
L)
Oael)
L-0]
Onel)
L-0]
Oeeld

el

Lo

L1-11]

BSEC State Sarured

MWDHGT start on resel
WDGT freere in Stop

Drescription

mode

MWDGT freere in Standby mode

Reset caused if the device is put in Stop mode

Reset caused if the device is put in Standby mode
0: BOR disabled, 1: BOR = 2.7V
VDINOS [0 segment below 2.5V for 110 mode. The I/0

segment is used by SDMMCZ port.,
VODHO4 150 segmient below 2.5V for 160 mode

used by SOMMCT port)
VDDIO3 110 segment below 2.5 W for 110 mode (WO segment

used by XSPIM port 2

|

O segment

VDDIOZ 11O segment below 2.5 W for 110 mode (WO segment

used b}' XEMM port 1

1

Main /0 segment below 2.5 V for /0 mode

(& STM32CubeProgrammer

Structure version: 2 Global state:

0x00000101

BSEC State:

Secured

\é‘ Download file | C:AUsers\lagoeir\STM32Cube\Repository\STV32Cube_FW_N6_V1.0.0\Projects\STM32N6570-DK\ROT_Provisioning\BootROM\Ke Start word ID

256

-

ST-LINK

Name Word Value Status Lock Description
Reserved OTP115 0x00000000  0x40000000 Permanent write lock
Reserved OTP116 0x00000000  0x00000000
Reserved OTP117 0x00000000  0x00000000
Reserved oTP118 0x00000000  0X00000000
Reserved oTP119 0x00000000  0x00000000
> Reserved oTP120 0x2A3B854C  0x40000000 te lock
> Reserved oTP121 0x01318386  0x40000000 Permanent write lock
> Reserved oTP122 0x0410077C  0x40000000 Permanent write lock
> Reserved oTP123 0xOF878888  0x40000000 Permanent write lock
Reserved QOTP123 0x00000000 0x40000000 Permanent write lock
Reserved OTP126 0x00000000  0x40000000 Permanent write lock
Reserved oTP127 0x00000000  0x40000000 Permanent write lock
STM32_CERTIFO OTP128 0x358E50D7  0x40000000 Permanent write lock
STM32_CERTIF1 OTP129 0x21807243  0x40000000 Permanent write lock
STM32_CERTIF2 OTP130 0x02EFBIOC  0x40000000 Permanent write lock
STM32_CERTIF3 OTP131 0xF997B752  0x40000000 Permanent write lock
STM32_CERTIF4 oTP132 0x2E794869  0x40000000 Permanent write lock
STM32_CERTIF5 oTP133 0x251613F1  0x40000000 Permanent write lock
STM32_CERTIF6 OTP134 O0xSA21BBAO  0x40000000 Permanent write lock
STM32 CERTIET TP135 x4 190 OxANNON000 ita lack e N
=n s O
Log Live Update ~ Verbosity level

08:44:53 : ST-LINK FW : V3J15M6

08:44:53 : Voltage  : 3.28V

084453 :Board  : STM32N6570-DK

08:44:53 : ST-LINK SN : 004D00263333511631363730

That concludes our example for STM32CubeProgrammer portion. Now, you can ree

verify if the OTP124 has changed.

The same process can be performed via firmware. An example is provided as part of the STM32N6

driver.
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The last step that is needed, after performing the OTP change, is to ensure that the firmware can

leverage the change. This can be done with a few function calls:

/* Set PWR configuration for IO speed optimization */
__HAL_RCC_PWR_CLK_ENABLE();

HAL_PWREx_EnableVddIO3();

HAL_PWREx_ConfigVddIORange (PWR_VDDIO3, PWR_VDDIO_RANGE_1V8);
HAL_PWREx_EnableVvddIO2();
HAL_PWREx_ConfigVddIORange(PWR_VDDIO2, PWR_VDDIO RANGE_1V8);

The template for the Discovery kit implements the OTP check. It is followed by the clock configuration to
reach the maximum frequency of the external memory (200 MHz) and configure the VDDIO3 to 1.8 V.
This example can be found here: STM32CubeNG6/Projects/STM32N6570-

DK/Templates/Template FSBL_XIP at main - STMicroelectronics/STM32CubeN6 , specifically under the
stm32n6xx_hal_msp.c file, in the function HAL_XSPI_Mspini().

Conclusion

In this article, we explored how to program the OTP fuses in STM32N6 microcontrollers, specifically
focusing on OTP124 bits 15 and 16, which are responsible for VDDIO3 and VDDIO2, respectively. By
adjusting the hardware to the specific voltage settings and constraints, it is possible to ensure optimal

performance and reliability of your embedded applications.

Related links

Product page: discovery kit with STM32N657X0 MCU

Reference manual 0486: STM32N647/657xx Arm®-based 32-bit MCUs
Data brief: STM32N6570-DK - Discovery kit with STM32N657X0 MCU

User manual 3249: Getting_started with STM32CubeN6 for STM32N6 series

STM32CubeProgrammer Flash STM32N6 series
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Thank you very much - we're planning to use external PSRAM with the STM32N6x7 for time critical
functionality (data for neural network inference on the Neural _ART accelerator and buffers and reference
frame for the VENC) for a new open source wildlife camera for our research on endangered European
dormouse and squirrel species so your article has been a big help to us in understanding optimising

external RAM performance:

https://new-homes-for-old-friends.cairnwater.com/quick-summary-new-homes-for-old-friends-belgium/

Many thanks!
Will
i M|

Mikk Leini
Senior - 8 months ago

Slightly confusing because on my DK the HSLV_VDDIO2 and 3 OTP bits are already set. Fancy graphics

demo that was on board must have used external PSRAM and Flash at high speeds also.

i 1 0m

Will_Robertson
Associate Ill - 8 months ago

Hi @Mikk Leini ,

Thank you very much - that's a good point - just checked them on my board and HSLV_VDIO3

and HSLV_VDIO2 are both set to 0x1 there as well - it looks like you're right - the demo that comes with
the board or the STM32N6-GettingStarted-ObjectDetection example must set them. The STM32N6-
GettingStarted-ObjectDetection certainly makes use of a large double buffer in PSRAM for the foreground

and I'd guess that the demo that comes with the board also makes heavy use of PSRAM.

Will
i -
2P
double6318531 [3 Ask Al
Visitor Il - 8 months ago
4
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Thanks for your detail description about OTP operation. On our own PCBA , we use STM32N657L0. Now |
try to modfiy OTP19 to config PA8 as BOOT1 pin , becasuse PA6 (default pin) used as SPI6_MISO, | use

How to program the OTP fuse bits in the STM32N6 | Community

STM32cubeProgrammer to operate OTP19.

According to spec as below: i calculate OPT19 0x1020 0000

Bit Field (Bits) Name Value Remarks

[17:
0]

[20:1
8]

[24:2
1]

[28:2
9]

[31:2
9]

Reserved

mg_hicr_val
ue

dev_boot_p
ort

dev_boot_pi
n

Reserved

All reserved bits must be written as 0

You did not specify a value. Using the default "others",
meaning "RNG HTCR not modified".

1 corresponds to PA (Bank A).

For GPIOA, Pin ID 8 directly corresponds to the
numerical value 8.

All reserved bits must be written as 0

[ Ask Al
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Table 18. OTP fuse description {lower OTP region) (continued)

aTP
wiord

oTP
bits

Name or description

Detailed description

OTPiD

BOOTROM_COMFIG_10

[17:0]

Reserved

Resaned

[20:18]

mg_hter_value

— 1: 0xA2B3
— 2 OnAATS
— 3 OnAGBA
— 4 0xDAAE
— & DxT2AC
— & OxwAACT
— others: RNG HTCR not modified

[24:21]

dev_boot_port

— O resenved

— 1 (PA): Bank A
— 2 (PB): Bank B
— 3 (PC): Bank C
— 4 (PD): Bank D
— 5(PE): Bank E
— 6 (PF): Bank F
— 7 (PG): Bank G
— 8 (PH): Bank H
— @ (PN): Bank N
— 10 (PO} Bank O
— 11 (PP): Bank P
— 12 (PQ): Bank Q

[28:25]

dev_boot_pin

— [0-15]: pim ID between O and 15 for GPIOA to GPIOG,
and GPIOP

— [0-12]: pin ID between 0 and 12 for GPION
— [0-B]: pin ID between 0 and B for GPIOH and GPIOQ
— [0-5]: pin ID between 0 and & for GPIOO

[31:28]

Reserved

Resaned

OTP20

BOOTROM_COMNFIG_11

210

oem_fsbl_monotonic_counter

[1-0xFFFF] — [1-32]: Value of monotonic counter is X, where
X is the position of the most significant bit at 1

OTP21

BOOTROM_COMFIG_12

[21:00

oem_fsbl_monotonic_counter

[1-DxFFFF] — [33-04]): Value of monobonic counter is 32 + X,
where X is the position of the most significant bit at 1

oTP22

BOOTROM_COMNFIG_13

Resaned

OTPZ3

BOOTROM_COMFIG_14

Resaned

but i read OTP19 via STM32cubeProgrammer after configuring OPT19 to 0x10200000, the

field dev_boot_pin is still O (display). anything wrong ?

OTP MPU

ion: 2 Global state:  0x00000001 BSEC State:  Secured

Rl Siructure vers

Download file

BN o Lok egon

nand_config_distri... 0x0

snand_need_plan.. 0x0
pnand_number_of.. 0x0
pnand_bus_width_2 0x0
nand_nb_of_block.. 0x00
nand_block_size 2 0x0
nand_page size 2 0x0

rng_hter_value 0x0

dev_boot_port 0x1

Name Word Value Status Lock Description
» BOOTROM_CONFIG 8 OTP17 0x00000000 0x00000000

> BOOTROM_CONFIG 9 OTP18 0x00000000 0x00000000

0 (bk1_snand_bk2_pnand): pNAND config in nand*_2 fields /
sNAND config in nand*_1 fields. 1 (bk1_pnand_bk2_snand):
PNAND config in nand*_1 fields / SNAND config in nand*_ 2
fields.

idem BOOTROM_CONFIG_6.snand_need_plane_select_1.
idem BOOTROM_CONFIG_6.pnand_number_of_ecc_bits_1
idem BOOTROM_CONFIG_6.pnand_bus_width_1

idem BOOTROM_CONFIG_6.nand_nb_of blocks_1

idem BOOTROM_CONFIG_6.nand_block_size_1

idem BOOTROM_CONFIG_6.nand_page size_1

1:0xA2B3 2: 0xAA74 3: OxABBA 4: OX9AAE 5: 0x72AC 6: 0XAACT
others: RNG HTCR not modified

0:reserved 1 (PA): Bank A 2 (PB): Bank B 3 (PC): Bank C 4 (PD):
Bank D 5 (PE): Bank E 6 (PF): Bank F 7 (PG): Bank G 8 (PH): Bank
H 9 (PN): Bank N 10 (PO): Bank O 11 (PP): Bank P 12 (PQ): Bank
Q

I0-151: nin i het 0 and 15 far GRIOA tn GRING and
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We were also facing the slimier issue when try to chnage the boot1 pin to PN10
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